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Unique Reverse Logistics
Challenges of IT Asset

Disposition

by Cindy Brannon

Reverse logistics, at its core, was formed
to address the issues of products returned
to manufacturers by customers. To date,
the industry’s focus has been handling the
return of large items in very small quan-
tities or small items in relatively larger
quantities. Examples include a dead-on-ar-
rival printer returned to an OEM or a box
of 1,000 unsold lipsticks.

Information technology asset disposition,
the management of the retirement of used
high-tech assets from an organization,
presents unique challenges for the reverse
logistics. The challenges result from pick-
ing up and transporting large quantities of
heavy high-tech assets from client loca-
tions to asset disposition providers. Many
of these assets possess hard drives that
store important company and consumer
data that is subject to state and federal
privacy laws. In addition, a myriad of state
and local regulations govern the recycling
of old information technology.

Reverse logistics companies that dem-
onstrate expertise in the area of IT asset
disposition will find an enormous oppor-
tunity for growth in the next five years as
they help clients mitigate the privacy risks
associated with the transportation of high-
tech assets.

U.S. businesses are expected to retire
hundreds of millions of high-tech assets

— computers, servers, monitors, printers,
networking equipment, etc. — each year
for the foreseeable future. The following
are the primary challenges in providing re-
verse logistics for retired high-tech assets:

* Hard drives in transit often possess
private consumer and client data.

* Lost or stolen items represent potential
liability due to privacy and environmen-
tal laws.

* High-tech assets are heavy and retired
in large quantities.

» High-tech assets must be packaged and
palletized by reverse logistics suppliers

* Many of the items are portable and/or of
high value.

» High-tech assets can also be retired in
extremely small quantities from mul-
tiple locations.

* Onsite serial number capture by reverse
logistics firms is cumbersome and
costly.

This article outlines each of these unique
challenges and provides guidelines for use
in the formulation of an effective reverse
logistics strategy for IT asset disposition.

Data and Environmental Risk

Last year, hundreds of computers from the
City of Houston, Texas, were discovered
in a landfill in Lagos, Nigeria. The result-
ing media coverage created an immediate
firestorm for Houston. Similar stories hap-
pen dozens of times a year and are driving
governments and environmental groups to
put enormous pressure on large corpora-
tions to take greater responsibility for the
ultimate disposition of their used informa-
tion technology.

Unlike new or recently purchased products
that are returned to a manufacturer, retired
high-tech assets have been used for three
to four years. During that time, hard drives
have stored vital company and consumer
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information subject to state and federal
privacy laws, such as HIPAA, medical re-
cord privacy legislation, and the Gramm-
Leach-Bliley Act which provides for pro-
tection of consumer financial information.
Hard drives can potentially have other
customer information as well as confiden-
tial corporate information that companies
want to protect. Therefore, corporations
are taking increasing responsibility for
the permanent removal of all information
from retired hard drives by partnering with
IT asset disposition solution providers.

Numerous state and local laws govern the
environmental policies for the recycling
and disposal of high-tech assets. More
than 60 pieces of legislation are pending in
40 states that deal with e-waste. Corpora-
tions are subject to fines and bad press

if their retired high-tech assets are not
disposed of properly, case in point the City
of Houston.

The confidential data issues, coupled with
environmental risks, make the chain of
custody for retired assets one of the most
important aspects of the reverse logistics
process. It is critical that reverse logistics
organizations be able to provide serial
number capture for each asset at the time
of pick-up. This ensures that assets that
may be stolen or lost in transit can be ac-
curately identified in order to indemnify
clients from the potential liability associ-
ated with the improper disposal of these
stolen or lost assets. Additionally, we
recommend that clients perform hard drive
encryption prior to pick-up and transport.
Hard drive encryption eliminates the po-
tential privacy risk associated with data on
the hard drive of a server, laptop, personal
computer or mass storage device lost or
stolen in transit.

Large Shipments/Small
Shipments

Companies most often retire high-tech
assets as part of an overall refresh strat-
egy, resulting in hundreds or thousands of
computers being removed from a specific
location at one time. Instead of a single



computer or printer being returned in the
original box, the reverse logistics process
may have to account for 55 laptops, 62
desktops, 10 printers and 54 monitors that
are not packaged.

Reverse logistics organizations are not
accustomed to handling large quantities of
heavy, unpackaged items and conducting
serial number capture at the time of pick-
up. This results in the potential loss or
theft of items in the transportation process.
Repackaging at the reverse logistics firm’s
hub can increase shrinkage — the disap-
pearance of assets through negligence or
criminal activity — and breaches of data
security, particularly if there is not serial
number capture at the outset.

Clients expect their reverse logistics sup-
plier to demonstrate the proper security
for high-tech assets in transit and a chain
of custody at every step in the shipping
process.

Conversely, there are also issues around
a cost effective solution for the pick-

up of small quantities of assets. Many
companies have multiple office locations
with only two or three high-tech assets.
Most of these companies would prefer
the reverse logistics organization handle
all packaging. This is often not very cost
effective; in fact, it can be prohibitively
expensive.

There is a significant opportunity for
reverse logistics companies that can capi-
talize on the unique challenges presented
by the large quantity and small quantity
shipments of used high-tech assets.

Absence of Packaging

Unlike returns, retired high-tech assets
rarely have proper packaging for ship-
ping. This creates several problems for
reverse logistics organizations. There are
no uniform packaging standards for retired
high-tech assets. Most reverse logistics
companies simply shrink wrap groups of
monitors, personal computers or servers.
Shrinkage of items, like laptops, is preva-
lent in the industry because of the lack

of uniform packaging and serial number
capture at the time of pick-up.

Why not use the boxes from new comput-
ers? The short answer is that the boxes
rarely match because the old assets are
generally larger than the items being in-
stalled. So, for shipment, the retired assets
are too big to fit in the new asset boxes.

The ideal packaging standard for retired
high-tech assets will show signs of tam-
pering by simple visual inspection. This
packaging standard should be combined
with the onsite serial number capture

of each retired asset. This combination
not only helps reduce shrinkage, it helps
mitigate the potential risks associated
data security breaches and problems with
improper disposal.

High-Value Items

Retired high-tech assets, like laptops and
servers, can have significant resale value.
Some companies redeploy retired assets
from one location to another. Others sell
retired high-tech assets in the secondary
market, where used computers, depending
upon configuration, can command up to
$800 per asset.

The physical condition of the computer is

an important part of its overall value. Any
cosmetic damage will significantly reduce
the resale value and the financial return to
the client. Therefore, it is critical that the

reverse logistics firm properly package as-
sets for successful delivery to the IT asset

disposition solution provider.

IT Asset Disposition

Many large corporations are recognizing
the value of IT asset disposition (ITAD)
because of the regulatory compliance risks
associated with the retirement of informa-
tion technology.

While ITAD has been around for nearly

10 years, many companies are hiring firms
to manage the risks associated with ITAD
like permanently deleting information
from hard drives, remarketing assets into
the secondary market, managing charitable
donations and recycling assets with no
reuse or remarketing value.

Large corporations look to reverse logis-
tics companies as the link between the
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deinstallation of information technology
and the ITAD process.

Recommended Policies

Unique challenges presented by retired
high-tech assets demand new policies and
approaches to reverse logistics. Of course,
each reverse logistics company will have
to tailor its procedures to fit its business
model. As a founder of the IT asset dispo-
sition industry, I have found the following
guidelines important in establishing effec-
tive policies for removal of used high-tech
assets from client organizations:

* Make sure all reverse logistics em-
ployees understand the value and risk
associated with each individual retired
high-tech asset

* Build an effective chain of custody for
each serialized asset that can be shared
with the client and the ITAD company

+ Build an effective packaging solution
that mitigates shrinkage

* Develop a cost effective solution for
small pick-ups

* Ensure that clients have an effective
hard drive encryption solution prior to
asset pick-up

The Opportunity

The IT asset disposition industry is grow-
ing at an exponential pace and shows no
signs of slowing.

Understanding the unique challenges —
data and environmental risks, large scale
shipments, small scale shipments, high-
value products and lack of packing stan-
dards — will help reverse logistics compa-
nies take advantage of the incredible IT
asset disposition opportunity. RM
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